MeToanueckne PEKOMECHIALIMA 110 HpO(l)l’IJIaKTI/IKe MOIICHHHUYECTBA
¢ HCII0JIb30BAHNEM METO/I0B COIMAJIBLHOM HHIKCHEPUH

CoumanbHas uHX)eHepus (social engineering) Wi «aTaka Ha 4YeJIOBEKa» —
COBOKYIHOCTh TICUXOJIOTUYECKUX U COLMOJOTMYECKUX MPUEMOB, METOJIOB
U TEXHOJIOTHH, KOTOPBIE MO3BOJISIOT MOJYUYUTh KOH(DUICHIIMATBHYI0 HH(POpMALIHIO.

OCHOBHOM 11€JIbI0 COLIMAIIBHON WHXKEHEPUHU SIBISETCS MOJIyYEHUE J10CTyma
K KOH(QUIECHIUAIBHOW UHPOpMAIUU, TEPCOHAIBHBIM JIaHHBIM, JAHHBIM KapTOYEK,
napojsiM, OaHKOBCKMM  JIaHHBIM W JIpYTMM  3allMIIEHHBIM  CHUCTEMaM
C MOCJIEAYIOIIUM OCYIIECTBICHUEM MOIIIEHHUYECKHX ornepaiuii. O6e3omacuts ceos
OT MOIIIEHHUYECTBA C MPUMEHEHUEM COIMATIbLHON MHXKEHEPUU MOXHO, COONIOas
MPOCThIE MEPHI OE30MaCHOCTH U MPOSIBIISIS Pa3yMHYIO OJIUTEIBLHOCTD.

Cambie pacnpoCTpaHEHHbIE MOIICHHUYECKUE CXEMBL.

1. B3nom

3I0yMBIIUICHHUKH ~ B3JIaMbIBAIOT  CTPAHUIIBI B COLMAIBHBIX  CETAX
Y PacChUIalOT OT UMEHH BJIaIeNblia akKayHTa (PMITMHTOBbIE COOOILEHUS C MPOCHOO
OT UMEHH BJIQJIeNIblIa CTPAHUYKHU 3aHSTh WM MEPEBECTH HEKOTOPYIO CyMMY JHOO
C 1IeJIbI0 BEIMAHUBAHUS PEKBU3UTOB OAHKOBCKHUX IJIATEXKHBIX KapTOUYEK, a TaKkKe
MapoJIeH U1 MPOBEICHUS B TAIBHENIIIEM MOLIEHHUYECKUX ONEPaALUH.

CnocoObI 3alUTHI:

npu oOpallleHuH pOACTBEHHUKOB/IPy3€ei/3HAKOMBIX Yepe3 COlMaIbHbIE CETH
C mpochbamMu O MOMOIIM B TIEPEBOJIC JCHEKHBIX CPEJCTB Ha KapTOUKY/OIUIaThl
MOOWJILHOM CBsI3U, OWUJIETOB W T.[. YOEIUTECh, UTO JIUIO, OOpaTHBIIEECS yepe3
CTPaHMILY COITMATBHON CETH, SIBIISIETCS UMEHHO TEM, 3a KOTr0o ce0s BbIIACT;

Hapsly C HOMEPOM M CPOKOM JEHCTBUSI KapTOUKH, JIOTUHOM M MapojeM
OT MHTepHeT-0aHkuHTra, maposeMm 3-D Secure u SMS-naposiem (Kio4om), Takxke
He ciuenyer coobmarte CVV2/CVC2-konm (Tpex3HauyHOe dYWCIO0 Ha o00opote
KApTOYKE), TAaHHBIA KOJ UCIOIb3YETCSI UCKIIFOUUTEIBHO JUIsl PACXOJIHBIX ONepanui
1 a0COJIFOTHO HE HY>KEH JIJIS EPEeBO/Ia ICHEXKHBIX CPEACTB Ha Banny kapTouky.

B clydae, eciu Bam akkayHT B COIMAJIbHBIX CETSAX OBbUI B3JIOMaH,
110 BO3MOKHOCTH OMOBECTUTE 00 3TOM MONMCYMKOB Balieil cTpaHullbl U CMEHUTE
napoJb.

2. BummHr

3110yMBIIUICHHUKY UCTIOIB3YIOT TEIE(POHHBIE 3BOHKHU C LIETTbI0 BRIMAHUBAHUS
y Jepxkatesnell 0aHKOBCKHUX IJIATEKHBIX KapTOueK JUYHOW MHQOpMaIiuu, HoMepa
KapTOYKH, JIOTHHA ® TMAapoJii OT CHUCTEM JUCTAaHIIMOHHOTO OaHKOBCKOTO
obOcnyxxkuBanusi, SMS-komoB u Apyroro. MOIIIEHHUKH MOTYT MPEIACTaBISATHCS
paboTHukamu Oanka win Cnyx0sl cepBuca kiueHToB OAQO «bankoBckuii
MPOIICCCUHTOBBIN IIEHTP», HCIOJIB30BaTh CKPBIThIE TeJIePOHHBIE HOMEpa WU
IPOrpaMMbI-aHOHUMAN3EPhl, MOJAMEHSIIONME HOMEpa TelneOHOB Ha peaibHBIC
HOMEpa,  pa3MelIeHHble Ha  OQUIMAIBHBIX  pecypcax  OpraHu3allui.



CrniocoObl 3alUTHI:

BAXXKHO TTOMHUTD, YTO TIPU 3BOHKE paOOTHUKHU OaHKOB Ui CiyKObl cepBUca
KJIMEHTOB HUKOT/Ia HE 3allpalluBaloT HHPOPMAIHIO O TOJTHOM HOMEepe OaHKOBCKOU
miaTexHoOM kapTouku, cpoke aeiictBus, CVC/CVV koxe, maposne 3D Secure,
OJIHOPa30BbIX MOATBEPKAAOIMINX Kojgax. Hu moj kakuM npeioroMm He coooianre
uH(pOpPMAIMIO O PEeKBU3UTaX OAHKOBCKOM KapTOUKH, JIOTMHAX W Mapoiisix, SMS-
KOJlaX, CEaHCOBBIX KiI0Uax K UHTepHET-0aHKUHTY U MOOHMIIBHBIM TTPHIIOKEHUSIM !

B ClIyyae BO3HHMKHOBEHHS 3BOHKOB C MpOoCchO0aMH yTOUHUTH Bamm naHHbIe
HE3aMeIJUTEeNbHO o0paTtuTtech B OaHK MO HOMEpaMm Tele(OoHOB, YKa3aHHBIM
Ha OQUIMATBHOM CalTe.

3. MouieHHU4€eCTBO NMPU OCYLIECTBIECHUU CAEIIOK Ha MHTEPHET-IIONIAIKaX

JloOpocoBecTHBIN TpojaBel] pazMeniaeT WHGOPMAIMIO O MpoJIaXke ToBapa
Ha O0LIEeJOCTYMHOM Toiaake. Yamie Bcero BHUMaHUE MOILIEHHUKOB MPUBIIEKAIOT
0OBSBIICHUS O TIPOJAXKE JTOPOTOCTOSIIEr0 UMYyLIECTBA (ObITOBAsI TEXHUKA, MEOEIb,
aBTOMOOMIM). MOIIIEHHUKH TIOJT BUJIOM MOKYHaTENIeH CBSA3BIBAIOTCS C MPOJABIIOM
U TPOCAT MPEJOCTAaBUTh WM PEKBU3UTHI OAHKOBCKOWM IIJIATEKHOW KapTOUKHU
JUISl OCYLIECTBJICHUSI MPEJOIUIAaThl MO0 caMM MPEIOCTaBISIOT MOIIEHHUYECKYIO
CCBUIKY JIJI IEPEBO/IA ICHE)KHBIX CPECTB.

Hcnonb3ys monaydeHHy0 WHGOpMANUIO (3a4acTyro JiepiKaTellid KapToueK
pasriamarT He ToJIbKo HoMmep KapThl, HO U1 CVV2/CVC2-kon, a Takxe napoiau 3D
Secure) 37M0YyMBINUIEHHUKA TEPEBOJSAT JAEHBIM C KApPTOYKU JKEPTBHI HA CBOM
KapTOUKH (TenedOoHHbIE cueTa, 3JIEKTPOHHBIE KOIIEIbKH U TIp.).

JloOpocoBeCTHBIN TMOKyIMarenab oOpamaercs K MpoAaBily (MOIICHHHUKY
101 BUJIOM TPOJAABIA) [0 BOMPOCY MPUOOPETEHUSI TOIO UM MHOT'O TOBapa, Mociie
YEro MOIIEHHUKH NPOCIT MPOM3BECTH MPENOIUIATYy MYTEM NE€PEBOJA CPEICTB
C KapTOUYKH Ha KapTOUYKY WU JIEKTPOHHBIN Kotienek. [ToaydnB qeHbru, npoaasent
NepecTaeT BHIXOAUTH Ha CBSI3b.

Crioco0Obl 3a1UTHI:

MPU TMOKYMKE TOBAPOB M YCIYr y HE3HAKOMBIX JIIOJIEM WJIM HAa UHTEPHET-
WIom@AaAKax  HeoOXoaumMo  oOpamaTh BHUMaHue Ha  QopMy  OIUIaThl,
ecinu ¢ Bac tpeOyrot npenoniaTy (4aCTUUHYIO WIM MOJIHYIO), TO €CTh OCHOBAaHUS
npeamnoiaratb, 4To Bel uMeeTe J1e710 C MOIIIEHHUKOM;

HE CcleAyiTe Tmpocb0aM TIEPEeBECTH OIUIaTy 3a MPeJOCTaBIsIEMbIC
10 TPUBJIEKATEIbHON LIEHE TOBap WM YCIYry Ha OaHKOBCKYIO IUIACTHKOBYIO
KapTOYKy IpOJaBLA WIM €ro 3JIEKTpOHHbIN komenek. Ecau Bbel 310 cnemaere,
TO BbI HE cMOXkKeTe JoKa3aTh, UTO MPOU3BENHU OIUIATY 32 HECYUIECTBYIOIIUI TOBap
WU CEpPBHC.

4. CooO11eHust 0 BBIUTPHIIIE IIEHHBIX TPU30B

3II0yMBIIUICHHUKH PACChUIAIOT COOOIIEHUSI O BBIMTPHIIIE HEHHBIX MPU30B
Y MPOBOLUPYIOT NOTEHIUAIBHYIO KEPTBY MEPEBECTH HA CUET HEKYIO CYMMY JICHET
JUTSI TIOJTYYSHUS «ITPU3a» WU YIACTHS B PO3BITPHIIIE U OOBSICHSIIOT 3TO TEM, YTO EMY



HY’KHO OIUIaTUTh KOMUCCHIO, TAMOXXEHHYIO TONIJIUHY, HAJIOTH JIHOO TPaHCIIOPTHBIE
pacxobl 1Sl JOCTABKU «BBIUTPBILIA.

CriocoObl 3alUTHI:

ecnn Bl pemmmnm ucneiTaTh yaadyy Mo CBS3aThCS C  OpPraHU3aTOpaMu
pO3BITPHINIA, TOCTAPANTECH TMOJYYUTh OT HUX MAKCHUMalbHO BO3MOXKHYIO
uHdopMaIio 00 aKIuu, YCIOBUSX YUacTHsl B HEH U IIpaBUiIaxX €€ MPOBEICHNUS;

IIOMHUTE, 4TO YIOMUHAaHUE Baliero uMeHu Ha HHTEPHET-CANTE HE SIBISETCS
NOATBEPKACHUEM JOOPOMOPSIAOYHOCTA OPraHM3aTOPOB AaKIUM U TapaHTuen
BbIUTpHIIA. HeoOxomumo 3amymaThes Haa TeM, NpUHUMand Ju Bel yuactue B
PO3BITPHILIE TPU30B, 3HAKOMA JIU BaM opranusanus, HalpaBuBIlask yBEIOMIICHUE O
BBIMTPBIILIE, OTKYJa OpraHU3aTOpaM AKLIHUHM U3BECTHBI BAllll KOHTAKTHBIE TaHHbIE?
Ecnu Bel HEe MOXeTe OTBETUTH XOTS OBl Ha OJJMH W3 3THX BOMPOCOB, PEKOMEHIyEM
Bam npournHopupoBaTh MOCTYIUBIIIEE COOOIICHNUE;

mo0ast mpock0a MmepeBecTH JACHEXKHBIE CPEICTBA I TTOTYUYCHHS BBIMTPHIIIA
JIOJ>KHA HACTOPOXKUTH Bac;

NOMHHUTE, YTO BBIUIPHIII B JIOTEPEIO BJEYET 3a COOOW HAJOTOBBIC
00s13aTeNIbCTBA, HO MOPSAOK YIUIAThl HAJIOTOB PErJIaMEHTUPOBAH JEHCTBYIOIIUM
3aKOHOJIATEILCTBOM M HE OCYILECTBIISIETCA IMOCPEICTBOM IEPEBOAA JICHEKHBIX
CPEICTB Ha JJIEKTPOHHBIE CYETa TPaKJaH W OpraHU3aluil WA JJIEKTPOHHBIC
KOILICJIbKH.

HeobxoaumMo mMOMHUTH, YTO [UIsi TOrO0 4YTOOBI MPOTHBOJIEHCTBOBATH
HE0OTyMaHHBIM PEIICHUSIM, MUHIMHU3UPOBAThH OOJIBIIYIO YaCTh PUCKOB, CB3aHHBIX
C MOIIIEHHUYECTBOM C MPUMEHEHHUEM COIMAIbHOW MHKEHEPUHU HY>KHO BBIpaOOTaTh
NPUBBIUKY OpaTh may3y Ui aHaiW3a CUTyallMd W HEAOMYIIeHHs TMepeBoja
JICHE)KHBIX CPEJICTB WJIM BBINOJHEHUS JPYTMX BBITOJHBIX 3J0YMBIIUIEHHUKY
JIEUCTBUU.



